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1
Decision/action requested

This document modifies the key management clause to simplify the description. It rewrites parts of clause 5.2 without changing functionality. Currently TS 33.180 describes exactly the same key distribution mechanism multiple times for different types of keys. As the number of keys increases, this will become unmanageable and increase the probability of error.
It is requested that SA3 accept this contribution into TS 33.180.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)

 [1]
3GPP TS 23.379 “Functional architecture and information flows to support Mission Critical Push To Talk (MCPTT);”
3
Rationale

· Currently TS 33.180 describes exactly the same key distribution mechanism multiple times for different types of keys. As the number of keys increases, this will become unmanageable and increase the probability of error.

· This contribution defines the common key distribution mechanism that is used throughout the specification and the extensions that are sometimes used to this mechanism.
· Specific procedures are then modified to refer to the common key distribution mechanism.

· References to 'MCPTT' are extended to 'MCX'.  

· This is a significant re-write, but there is no intended change to functionality.

4
Detailed proposal

******************START OF CHANGE*********************











5.2.1
Overview and Common Elements

5.2.1.1 

Overview of key management
This clause details the key management procedures for MCX users. It allows entities in MCX systems to establish a security association to support future communications. 

The primary purpose of these procedures is to allow MCX entities to communicate with each other using end-to-end security. End-to-end security provides assurance to MCX users that no unauthorized access to communications is taking place within the MCX network. End-to-end communication security may be applied to media when operating on-network and media, floor control and media control when operating off-network.
A security domain is managed by a Key Management Server (KMS). The KMS is a component of the Common Services Core within the MCX system architecture. For any end-point to use or access end-to-end secure communications, it needs to be provisioned with key material associated to its identity by the KMS. Through the use of the KMS, MCPTT administrators are able to manage the use of, and access to, secure communications within the MCX network.

Key provisioning for groups is performed by a Group Management Server (GMS), authorized and provisioned by the KMS. The Group Management Server is responsible for distributing the key material to MCX users within the group. This establishes a group security context. With the group security context established, MCX users can communicate using end-to-end security. 
Prior to protecting group communications during off-network operation, the UE shall acquire the necessary group key material either while operating on-network or through offline provisioning.
NOTE 2:
It is a deployment option whether the MCPTT Server is included in the end-to-end security context. Where the MCPTT Server is not included in the security context, it will be unable to mix content on behalf of the users.

Key provisioning for private communications is performed by the initiating UE as the communication is setup. This creates an end-to-end security context that is unique to the pair of users involved in the call. With a security context established, it may be used to encrypt media when on-network and, when off-network, media, floor control and media control traffic between the end-points. 
Prior to protecting private calls during off-network operation, the UE shall acquire the necessary individual key material either while operating on-network or through offline provisioning.
The key provisioning procedures described in this specification use common security methodologies for key distribution.
5.2.1.2
Common key distribution

The security mechanism described in this clause allows a key, K, to be distributed from an initiating party to a receiving party. It provides confidentiality of the key, and integrity and authenticity of the payload. It is used within a number of different security procedures in this specification. 

The key, K, is distributed encrypted specifically to the receiving entity and signed by the initiating entity. Prior to call commencement, both MCX UEs shall be provisioned by the KMS with time-limited key material associated with the MCX entity’s URI. The key is distributed with a 32-bit Key Identifier (K-ID). This payload is a MIKEY-SAKKE I_MESSAGE, as defined in IETF RFC 6509 [11], which ensures the confidentiality of the key, plus integrity and authenticity of the payload.

The key is encrypted to the user identity (UID) associated to the receiving MCX entity. The UID used to encrypt the data is derived from the receiving entity's URI (e.g. user.002@mcptt.example.org) and a time-related parameter (e.g. the current year and month). The terminating entity’s URI is added to the recipient field (IDRr) of the message.

The payload includes the encrypted key and the key identifier (K-ID). The key is unique within the MCPTT system. On creating the key, the initiator generates a 32-bit key identifier (K-ID). The 4 most significant bits of the K-ID shall indicate the purpose of the key, the other 28-bits shall be randomly generated. The key identifier (K-ID) is stored in the CSB-ID field of the MIKEY I_MESSAGE.
The payload is signed using (the KMS-provisioned key associated to) the identity of the initiating entity. The UID used to sign the data is derived from the initiating entity's URI (e.g. user.001@mcptt.example.org) and a time-related parameter (e.g. the current year and month). The initiating entity's URI is added to the initiator field (IDRi) of the message.
NOTE: This solution is for the end-to-end protection of keys and does not protect the identities transmitted. Identities may be masked by transmitting the UID within the MIKEY ID fields as described in Annex E.7.
The security processes are summarized in figure 5.2.1.2-1.
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Figure 5.2.1.2-1: Common key distribution mechanism
Via this mechanism, the key distribution is confidentiality protected, authenticated and integrity protected.

At the receiving MCX entity, the initiating entity's URI is extracted from the initiator field (IDRi) of the message. This is converted to a UID and used to check the signature on the MIKEY-SAKKE I_MESSAGE. If valid, the UE extracts and decrypts the encapsulated key, K, using the (KMS-provisioned) entity's UID key. The MCX entity also extracts the K-ID. This process is shown in figure 5.2.1.2-2.
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Figure 5.2.1.2-2: Common key extraction mechanism
With the key successfully shared between the two MCX entities, the entities are able to use the shared security context to protect communications.
5.2.1.3
Key distribution with end-point diversity
The security mechanism described in this clause extends that defined in clause 5.2.1.2 to provide end-point key diversity. The mechanism is identical to that described in clause 5.2.1.2, except for the distribution of K-ID. Contrary to clause 5.2.1.2, the key is distributed with an end-point-specific key identity (UK-ID) derived from the key id (K-ID). This allows the receiving entity to diversify the shared key for end-point-specific use.
Specific types of key require use of end-point key diversity. The type of key is defined by the 'purpose tag' within the key identifier stored in the CSB-ID field of the MIKEY payload. Hence on receipt of a key, the contents of the CSB-ID field instruct the receiving entity whether end-point diversity should be applied to the key.
The key, K, is distributed encrypted specifically to the receiving entity and signed by the initiating entity as described in clause 5.2.1.2. The key is distributed with a 32-bit entity-specific Key Identifier (UK-ID) derived from a common key id (K-ID) and a salt (which is derived from the receiving entity's MCX URI). 
The payload includes the entity-specific Key Identifier (UK-ID) within the CSB-ID field. The key, K, is identified by a Key Identifier (K-ID) from which the UK-ID is derived. On creating the key, K, the initiating entity generates a K-ID as follows. The 4 most significant bits of the K-ID is the 'purpose tag' which defines the purpose of the key. The 28 least significant bits of the K-ID is a 28-bit randomly-generated value.

For each receiving entity, the initiating entity creates a 28-bit Salt by hashing the receiving entity's URI through a KDF using the key, K, as the key (as defined in Annex F.1.3). The Salt is xor'd with the 28 least-significant bits of the K-ID to create the 32‑bit UK-ID. 
NOTE:
Knowledge of the UK-ID, K-ID and Salt does not reveal the receiving entity URI to those without the key K.
The process for generating the UK-ID is summarized in figure 5.2.1.3-1.
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Figure 5.2.1.3-1: Generating the UK-ID

The UK-ID is placed in the CSB ID field within the header of the I_MESSAGE. The security processes are summarized in figure 5.2.1.3-2.
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Figure 5.2.1.3-2: Common key distribution mechanism with end-point diversity
At the receiving MCX entity, the initiating entity's URI is extracted from the initiator field (IDRi) of the message. Along with the time, this is used to check the signature on the payload. If valid, the receiving entity extracts and decrypts the encapsulated key, K, using the (KMS-provisioned) entity's UID key. 
The receiving MCX entity also extracts UK-ID from the CSB-ID field of the I_MESSAGE. If the 'purpose tag' of the UK-ID indicates that end-point diversity is applied, the receiving entity generates the Salt using its URI and the decrypted key, K. The receiving entity xors the UK-ID and Salt together to obtain the K-ID. The K-ID and UK-ID are stored
The extraction procedure is described in figure 5.2.1.3-3.
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Figure 5.2.1.3-3: Common key extraction mechanism with end-point diversity
5.2.1.4
Key distribution with associated parameters
The key distribution mechanisms described in Clause 5.2.1.2 and clause 5.2.1.3 may be extended to include data associated with the key in the MIKEY I_MESSAGE. This data is stored within a format known as 'associated parameters' and defined in Annex E.6. 

The associated parameters are encrypted using K, the key distributed within the MIKEY I_MESSAGE. The security mechanism is summarised in Figure 5.2.1.4-1.
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Figure 5.2.1.4-1: Common key distribution mechanism with associated parameters
At the receiving MCX entity, the initiating entity's URI is extracted from the initiator field (IDRi) of the message. Along with the time, this is used to check the signature on the payload. If valid, the receiving entity extracts and decrypts the encapsulated key, K, using the (KMS-provisioned) receiving entity's decryption key. 
The receiving MCX entity also extracts 'associated parameters' payload from the I_MESSAGE. The receiving entity uses the decrypted key, K, to decrypt these associated parameters. The receiving entity stores these parameters with the distributed key, K. If the Status field within the ‘associated parameters’ payload indicates the key has been revoked, the distributed key, K, and the K-ID shall not be used. If the decryption process for the encapsulated associated parameters fails, the key is rejected.
The security mechanism is summarised in Figure 5.2.1.4-2.
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Figure 5.2.1.4-2: Common key extraction mechanism with associated parameters
5.2.1.5
Key distribution with SAKKE-to-self payload
The key distribution mechanism defined in clauses 5.2.1.2, 5.2.1.3 and 5.2.1.4 may be extended to allow the initiating entity to be able to decrypt the distributed key, K contained within the payload. 
NOTE: Where the initiating entity is an MCX user logged into multiple devices, this extension is necessary to allow all devices to obtain the key, K and decrypt any subsequent communication.
In addition to encrypting the key, K, to the receiving entity, the key is also encrypted to the initiating entity. The UID used to encrypt the data is derived from the initiating entity's URI (e.g. user.002@mcptt.example.org) and a time-related parameter (e.g. the current year and month). The encapsulated key is added to a SAKKE-to-self payload within the MIKEY I_MESSAGE. No other payloads (e.g. IDRr) are affected.

[image: image8.emf]MIKEY-SAKKE I_MESSAGE:

Signature

Sign

 (see RFC 6509)

Initiating Entity͛s 

Signing Key

Date/Time

Initiating Entity͛s 

URI

Initiator 

UID

Receiver 

URI

Initiator 

URI

Security 

Domain 

Parameters

...

Encapsulated Key

SAKKE 

Payload:

CSB-ID

HDR 

Payload:

K-ID / UK-ID

INPUTS:

Receiver 

URI

Initiator 

URI

Date/

Time

K

Encrypt

 

(see RFC 6509)

Security 

Domain 

Parameters

K

Date/Time

Receiving 

Entity͛s URI

Receiver 

UID

Encapsulated Key

SAKKE-to-

self:

Encrypt

 

(see RFC 6509)

Security 

Domain 

Parameters

K

Date/Time

Initiating 

Entity͛s URI

Initiator 

UID


Figure 5.2.1.4-1: Common key distribution mechanism with SAKKE-to-self payload
5.2.1.6
Key distribution with identity hiding
The key distribution mechanism defined in clauses 5.2.1.2, 5.2.1.3, 5.2.1.4 and 5.2.1.5 may be extended to allow identities to be masked within the MIKEY payload. This is achieved by adding the UID, rather than the URI to the payload as described in Annex E.7 and shown in figure 5.2.1.6-1.
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Figure 5.2.1.6-1: Common key distribution mechanism with identity hiding
On receipt of a MIKEY payload with identities hidden, the receiving entity should recognise the receiver UID in the packet. If not, the I_MESSAGE shall be rejected. Based on the initiator UID, the receiver checks the validity of the I_MESSAGE signature. At this point the initiator is anonymous to the receiver. If this check fails, the I_MESSAGE shall be rejected. The receiver then extracts the key K. This may be used to decrypt other parts of the packet and extract the initiator URI. Once the initiator URI is extracted, this shall be used to generate the initiator UID and check that it is the one provided in the I_MESSAGE. If not, the I_MESSAGE shall be rejected. This procedure is shown in figure 5.2.1.6-2
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Figure 5.2.1.6-2: Common key extraction mechanism with identity hiding

******************END OF CHANGE*********************

******************START OF CHANGE*********************

5.2.3.1
General

A Client-Server Key is required to protect floor and media control signalling between the MCX client and the MCX Server.

Additionally, the MCX Service provider may require that MCX related identities and other sensitive information transferred between clients and MCX domain on the SIP-1 and SIP-2 interfaces be protected at the application layer from any viewing, including protection from viewing at the SIP signalling layer. Symmetric key based protection of SIP payload using CSK may be used to satisfy this requirement.

The CSK is distributed from the MCX client to the MCX Server(s) using the security mechanism described in clause 5.2.1.2, transported over the SIP bearer. Identity hiding may be supported as defined in clause 5.2.1.6.
The initiating entity shall be the MCX user. The initiating entity URI shall be the MCX ID of the user. The receiving entity shall be the MCX Server. The receiving entity URI shall be the MCPTT Domain Security Identifier (MDSI). The MDSI is added to the recipient field (IDRr) of the message. The distributed key, K, shall be the CSK and the distributed identifier K-ID shall be the CSK-ID.
Clause E.4 provides MIKEY message structure for CSK distribution. 
Before this mechanism can be used by client to securely share the encryption key, the MCPTT user shall first be authorized by KMS for MCPTT key management services. Once the MCPTT user is authorized, the KMS distributes the user's key material to the client as specified in clause 5.2.2.3.


The server receives the SIP message with the protected CSK and retrieves it from the message. It associates the MCPTT User's SIP Core identity (IMPU), MCPTT ID and the received CSK. Identity binding is used to uniquely identify the CSK used in protection of the SIP payload in subsequent SIP messages sent by both the client and the servers within an MCPTT domain.

The purpose of the CSK is the following:

-
Protection of floor and media control signalling between the MCPTT client and MCPTT Server.

-
Protection of sensitive MCPTT application data in the signalling plane.

-
Protection of the Access Token in the signalling plane.

The uses of the CSK are shown in Figure 5.2.3.1-1.
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Figure 5.2.3.1-1: Uses of the Client-Server Key

5.2.3.2
Creation of the CSK

The 128-bit CSK is generated by the client and provided encrypted to the server through the SIP interface along with the CSK-ID identifying the CSK.

The key remains in use until: a new CSK is required, the SIP session is torn down, the MCPTT user logs off, or some other indication. If during the active SIP session an update of the CSK is required, the client may establish a new CSK and provide it to the server.

5.2.3.3
Secure distribution of the CSK 








5.2.3.3.1
Distribution of CSK during MCPTT Service Authorization and group subscription

The client shall include the MIKEY message, containing the CSK, in the SIP message that is used to perform the MCPTT user authorization procedure.

An illustration is provided below as an example of how this message in included in the body of the SIP REGISTER message.

EXAMPLE:

REGISTER sip:MCPTT_Server_PSI SIP/2.0

Via: SIP/2.0/UDP den3.level3.com

Max-Forwards:70

From: MCPTT client IMPU

To: 

Call-ID: <>

CSeq:  1 REGISTER

Contact: <URI> 

Content-Type: multipart/mixed;boundary="boundary1" 

Content-Length: 619

--boundary1

Content-Type: application/mikey 

MIKEY I_MESSAGE
--boundary1     

Content-Type: application/...

Encrypted Access token, MCPTT ID

--boundary1—

The MIME media type "application/mikey" IETF RFC 3830 [22], is used in this example to insert MIKEY I_MESSAGE in the SIP payload. 






5.2.3.3.2
Procedure

The following steps describe how the client obtains the user specific key material and securely transfers the CSK to a server within the MCPTT domain.

Prior to beginning of this procedure, the client would have obtained user-specific key material from the KMS.

1)
The client randomly generates the CSK. 
2)
The client generates MIKEY-SAKKE I_MESSAGE as described in clause 5.2.1.2 using the appropriate URIs 
3)
The client includes the I_MESSAGE in the SIP payload and sends the SIP message addressed to the PSI of the server.

The following steps describe how the server retrieves the encryption key from the SIP message:

1)
The server receives the SIP message with the I_MESSAGE embedded in the SIP payload.

2)
The server extracts the CSK as described in clause 5.2.1.2. 

3)
Once the CSK has been extracted, MCPTT specific information including access token protected in the SIP message as defined in clause 5.3.3.4, may be decrypted.





******************END OF CHANGE*********************

******************START OF CHANGE*********************

5.2.5
Key management for one-to-one (private) communications (PCK)


The purpose of this procedure is to allow two MCPTT UEs to create an end-to-end security context to protect an MCX private communication. To create the security context, the initiating MCX UE generates a Private Communication Key (PCK) and securely transfers this key, along with a key identifier (PCK-ID), to the terminating MCX UE. Prior to key distribution, both MCX UE shall be provisioned by the Key Management Server (KMS) with time-limited key material associated with the MCX user as described in clause 5.2.2.
The PCK is distributed between the MCX clients using the security mechanism described in clause 5.2.1.2, transported over the SIP bearer within the SDP content of a SIP INVITE. The SAKKE-to-self extension may be included as defined in clause 5.2.1.5. Identity hiding may be supported as defined in clause 5.2.1.6.
The initiating entity shall be the initiating MCX user. The initiating entity URI shall be the MCX ID of the initiating user. The receiving entity shall be the terminating MCX user. The receiving entity URI shall be the MCX ID of the terminating user.  The distributed key, K, shall be the PCK and the distributed identifier K-ID shall be the PCK-ID.

Clause E.2 provides MIKEY message structure for PCK distribution. 
















5.2.6
Key management for group communications (GMK) 

5.2.6.1
General

To create the group's security association, a Group Master Key (GMK) and associated identifier (GMK-ID) is distributed to MCX UEs by a Group Management Server (GMS). The GMK is distributed encrypted specifically to a user and signed using an identity representing the Group Management Server. Prior to group key distribution, each MCX UE within the group shall be provisioned by the MCX Key Management Server (KMS) with time-limited key material associated with the MCX user as described in clause 5.2.2. The Group Management Server shall also be provisioned by the MCX KMS with key material for an identity which is authorized to create groups.

The GMK is distributed from the GMS to a MCX client using the security mechanism described in clause 5.2.1.2, transported over the SIP bearer. For GMKs, end-point diversity is required and hence the extension in clause 5.2.1.3 is applied. Additional parameters may be included as defined in clause 5.2.1.4. The SAKKE-to-self extension may be included as defined in clause 5.2.1.5. Identity hiding may be supported as defined in clause 5.2.1.6.
The initiating entity shall be the initiating GMS. The initiating entity URI shall be the URI of the GMS (e.g. gp.manager@mcptt.example.org). The receiving entity shall be the terminating MCX user. The receiving entity URI shall be the MCX ID of the terminating user.  The distributed key, K, shall be the GMK, the key identifier K-ID shall be the GMK-ID and the end-point-specific key identifier, UK-ID shall be the GUK-ID.
Clause E.3 provides MIKEY message structure for GMK distribution. 






















******************END OF CHANGE*********************

******************START OF CHANGE*********************
5.2.7
Key management for MBMS subchannel control messages (SRTCP) 

5.2.7.1
General 

When MBMS is used, the MCX Server generates MBMS subchannel control messages as described in clause 4.2.3 of TS 24.380 [37]. These messages together with the RTP media packets and floor control messages are distributed over MBMS bearers. The MBMS subchannel control messages are for example used to signal to MCX UEs participating in a group call when to switch from unicast to multicast bearer or viceversa. The format and type of MBMS subchannel control messages is described in clause 8.4 of TS 24.380 [37].

In order to protect MBMS subchannel control messages, each time a bearer is activated, the MCX Server generates an MBMS subchannel control key (MSCCK) The MSCCK is distributed encrypted specifically to a user and signed using an identity representing the MCX Server. Prior to group key distribution, each MCX UE within the group shall be provisioned by the MCX KMS with time-limited key material associated with the MCX User as described in clause 5.2.2. The MCX Server shall also be provisioned by the MCPTT KMS with key material for an identity which is authorized to manage MBMS bearers.
The MSCCK is distributed with a 32-bit Key Identifier (MSCCK-ID) within a MIKEY payload within the SDP content of the MBMS bearer announcement message described in TS 23.179 [2] clause 10.10. The MSCCK is distributed from the MCX Server to a MCX client using the security mechanism described in clause 5.2.1.2. Identity hiding may be supported as defined in clause 5.2.1.6.
The initiating entity shall be the MCX Server. The initiating entity URI shall be the URI of the MCX Server. The receiving entity shall be the terminating MCX user. The receiving entity URI shall be the MCX ID of the terminating user.  The distributed key, K, shall be the MSCCK, the key identifier K-ID shall be the MSCCK–ID.











5.2.7.2
Derivation of SRTCP master keys

The derivation of the SRTCP master key and the SRTCP master salt for the protection of the MBMS subchannel control messages shall proceed as described in clause 7.3.5 where the MSCCK is used as the MIKEY TGK and the MSCCK-ID as the MIKEY CSB-ID.
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K
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SRTP Key Derivation
KDF
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XML confidentiality protection key
Floor control  keys (SRTCP)
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Purpose tag
(4-bit)
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KDF
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-
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)
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Decrypt
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Initiator UID
Date/Time
Receiving Entity’s URI
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PCK
Encapsulated PCK
Decrypt 
(see RFC 6509)
PCK-ID
SDP within a Private Call Request:
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Terminating User’s UID key
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